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MEMORANDUM FOR THE RECORD

Event: American Express (AEXP)

Type of event: Briefing

Date: August 14,2003, 10:00am-2:00pm

Special Access Issues: None

Prepared by: Geoffrey Brown

Team Number: 8

Location: American Express, 3 World Financial Center (3 WFC), 1st Floor

Participants - Non-Commission:

1) James 1. Creaghe, AEXP, Vice President (VP) Security Services

2) Hannah S.__Sesay, AEXP, Director, Corporate Safety & Ergonomics

3) Joanne T. Colucci, AEXP, Director Security Services

4) 'Michael Foley, Trammell Crow Company, Regional Director of Operations

Participants - Commission: John Azzarello, Geoffrey Brown, Sam Caspersen, George Delgrosso,

Cate Taylor, Emily Walker

AEXP lost 11 employees who were meeting with Marsh & McLennan

I) AEXP Security Services breakdown

1) A worldwide security service linked by online radio systems to 16 global counsels and 48 offices

2) 700 personnel with 1000 contractors, 80% former military or law enforcement

3) 5 Separate VPs for i) Security Services; ii) Crisis Management; iii) Traveler's Check Services;

and iv) Fraud Operations with v) one Senior VP for Global Security who reports to A1!XP Global

Counsel

One Security VP must be in the building at all times

4) Separate Senior VP for Global Business Continuity Management with department of

approximately 60 managers and directors

5) Disaster Recovery operations covered by the IT department

II) James Creaghe stressed specific factors that contribute to a successful security strategy for AEXP at

the 55-story, AEXP owned 3 WFC.
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1) Since AEXP owns the building, it dictates the level of importance placed on building security and

employee safety. This is even more of a factor now that Lehman Brothers is no longer a tenant -

only AEXP occupies the building (approximately 600/0of total available space).

2) Strong links to New York City (NYC) agencies [New York Police Department (NYPD), the

Mayor's office, Office of Emergency Management (OEM), Emergency Services Unit (ESU)]

created through hiring of personnel familiar with the security community in NYC, and through

high profile sponsorship of city events.

3) A crisis command center built on-site by AEXPthatwas actually used by NYPD on 9111, but

abandoned after 3 WFC was impacted by the fall ofWTC.

4) Pre-9I11 the NYPD, ESU, and FDNY all were brought in to directly familiarize themselves with

the building. AEXP exposed these agencies to 3 WFC since AEXP is high profile, and Security

Services plans for many contingencies (hostage situations, corporate break-ins, terrorism, etc.).

5) AEXP did not change much of its existing security structure after the '93 WTC bombing, since

security was already an institutional priority.

6) Post 9/11 AEXP felt "very well served by the city."

III) Creaghe's experience on 9111

Creaghe was on his way from New Jersey (NJ), and had cell phone contact with his security

service personnel as of Flight 11 's collision with 1 World Trade Center (lWTC), at which point the

decision was made to keep employees in 3 WFC. After the second hit, first responders entered 3 WFC,

specifically Pete Winsky ofNYPD, to use the Crisis Management Center for command and control (C2).

The phones were operating since AEXP has the ability to switch its phones from NY to NJ lines.

Creaghe went to 90 Hudson Street in NJ, another AEXP site, to command security operations.

The managers on duty gathered at 3 WFC and decided to call for an evacuation. Two executive

vice-presidents who were actually in the building at the time authorized the decision. Security personnel

switched the 32 elevator cars to "5 o'clock" mode, so that there would be more elevators.nmning down.

The evacuation was not in fire mode, so the employees were aware that the elevators were safe to use.

They made a formal announcement for the employees evacuating to follow the direction of the security

officers to head towards North End Ave; and officers were posted from Vessey Street to the river. The

evacuation itself was not orderly, since employees received information from their own channels, and

made their own decisions as to where to go. But despite the chaos, after the collapse of the southern

tower,2 security personnel who walked the stairs and checked the floors confirmed that 99% of the

building was empty. Creaghe received word that the building was abandoned, and remained in constant

contact with the security personnel in the building until the city authorities using the Crisis Management

Center told them to evacuate. Shortly thereafter was the second collapse. The "201" area code lines from

NJ that AEXP 3 WFC was operating on, and that 90 Hudson also used, collapsed later in the day.
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To account for AEXP employees, AEXP took one of its credit card divisions from Greensboro,

shut it down, and used those operators to call everyone in the directory. Since then the human resources

contact database has been restructured so it remains constantly updated. As a further measure, AEXP

now has a "roll call" line - an "800" number developed in partnership with AT&T that would be used in

an emergency. An employee would call a number on the back of their ill card and input hislher social

security number. The program records the employee has checked in. It has back-up systems in

Minneapolis and Sydney, Australia, but is not a global program.

IV) Hannah S. Sesay with James Creaghe

Sesay spoke on the building'S employee safety procedures. She pointed out that most buildings

follow the code of Local Law 5, and do not attempt to develop best practice standards that move beyond

the regulations.

It took 3 to 5 days to locate and account for the AEXP employees who were in 3 WFC, and thus

the necessity of the "roll call" system. Hannah stressed that the system is only used for situations in which

a building is completely "dumped" (evacuated). They drill complete evacuations once a year with the

goals to see if the alarm system works and, since they are interested in testing where the staircases

"bottleneck" people, in order to pre-position emergency teams to help with an evacuation. They are also

looking at details such as whether to egress on the inside or outside of a staircase in an evacuation.

They have also begun shaping their evacuation procedure plans to contend with different

emergencies - a bomb-threat calls for a different procedure than a floor fire.

AEXP is considering building a second Security Services C2 center on a mid level floor to be

prepared if there is an event that incapacitates the lobby C2 center.

AEXP does not consider 9111 the benchmark for change in their security preparedness. They

believe 9111 was an extraordinary event, and their planning centers more on the disaster events that are

likely. For instance, AEXP has experienced 24 global bombings, and deals with kidnappings, fraud, e!c.

as a security service.

At the Federal Government level, AEXP is tied into AXIS with the Department of Homeland

Security (DHS) [information on "AXIS" still pending from NYC Partnership], under Overseas

Security Advisory Counsel (OSAC) regarding global risks, to NY state office of Homeland Security

(John Shannon), APPLE, hospitals, and through formal channels to embassies, foreign operations and

missions.

Corporate travel restrictions for AEXP are issued out of security, and they have a tracker program

for employees who are on business or vacation in areas of restricted access.

Other companies do view 9111 as a benchmark for change. AEXP considers this to be an

overarching mistake. Most companies do not have the same concerns as AEXP, and cannot prepare on the

scale that would be necessary to even attempt planning for a 9/11 type scenario. The best they should

COMMISSION SENSITIVE



FINAL
COMMISSION SENSITIVE

attempt to do is evaluate their current planning and formulate an aggressive and comprehensive strategy

that puts their own capacity of resource to the best effect. Worst-case scenarios should be envisioned and

taken into consideration in planning, but not at the cost of real-time day-to-day security necessities.

After 9111 the Security Services for AEXP has held 20 to 30 town hall type meetings to assure

employees that AEXP has extensive security plans. The employees did realize that security personnel can

only do so much, and much of the employee awareness comes from the area of residence. Communities in

"safer" locations are less serious about the communication of danger from a corporation's security

services.

There is a relative level of resistance from senior level management to test the security process

that has developed. Their evacuation drills are considered successful, but they are losing participation.

Goldman Sacs has decided to only inform employees of the week in which there is a drill, as opposed to

informing them of the exact date and time.

40 Wall Street had to push the building owner to go towards best practices of a fire drill as

opposed to the Local 5. AExp drills outside its building, and needs to get special liability wavers in order

to fully evacuate a building into the street as part of a drill.

Recommendation: Local Law 5 could be revised to include a yearly total evacuation drill for all

high rises.

Recommendation: High rises in close proximity should have a simultaneous building total

evacuation that is internally organized. Squads could practice and then coordinate their security planning

(a common practice at Nabisco in Fairlawn, NJ).

Creaghe and Sesay agreed that rooftop evacuations should NOT be recommended. When the

rooftop access is opened in a fire situation, the smoke is pulled into and floods the stairwells. Also, most

buildings in NYC do not have helipads, and even if they did helicopters cannot move as many people as

evacuation by stairs could. Further, most rooftops are not designed to hold the weight of hundreds of

people. .~",.

Occupational Safety and Health Administration (OSHA) is working closely with European and

Asian regulatory agencies to develop global best practices.

Human Resource emergency contact information should be more comprehensive despite

limitations by the privacy act.

AEXP keeps its master Business Continuity Plans (BCPs)in multiple locations. At AEXP,

building security has been given the ultimate authority over the decision to evacuate.

Terrorism Insurance: AEXP is in the process of evaluating its sites and hardening them

according to risk level. This will lower the rates of their terrorism insurance. They have 8 critical sites,

and may spend $28 million on security upgrades, allocated as a real estate capital item, and governed by

the real estate team.
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The Chief Security Officer does not need a direct link to the Chief Executive Officer (CEO). It

is not practical, and if a company has the right security minded culture, a CEO will recognize the

company's security leaders and contact them whenever situations arise.

There is a bankers and brokers security group that meets monthly.

AEXP has input biometric fingerprint technology for building access. The system logs employees

and visitors in and out of the building. This information prints in New Jersey as well, and at 5 o'clock

security officers check the floors to locate each logged in visitor. On 9111, the record of who was in the

building at the time was lost when the server went down:

Companies should approach security from an occupational health standpoint, and this will result

in implementing best practices as opposed to just meeting mandated regulation.

Security is an unregulated society, but operates the most efficiently as a private sector/public

sector effort. AEXP turns its security video-feed into Joint Terrorism Task Force (JTTF) on a regular

basis to help JTTF screen for suspicious activity.

AEXP is paying for the construction of OEM's Training Center on-site at 3 WFC.

It is critical for companies to know the capabilities and equipment of their first-responder

community.

It is critical for companies to make arrangements for cooperative business continuity.

Resource: www.globalocity.com

Other cities do not have OEM transit and bio-chem teams, and have not organized Hazardous

Materials (HAZMAT) drills.

Resource: State Police Emergency Network

V) Joanne Colucci's experience of9111

Colucci was exiting the Chambers Street subway stop when the first plane struck 1 WTC. The

police were attempting to create a perimeter in the area from Chambers and Greenwich to the Bank of

New York on Murray Street. When the second plane hit, Colucci had reached West Street..- everyone ran,

and cars jumped sidewalks.

Colucci reached the AEXP crisis room. Security officers put on their security shirts and took

megaphones. There had been a health fair in the lobby so many medical supplies (water, oxygen, gauze,

etc.) were readily available. As was said earlier, the elevator was switched to the 5 o'clock hour, they

opened all the turnstiles at the building entrance, and the building began to evacuate. The security

personnel attempted to direct people north towards Chambers.

The building lobby became a triage center for the fire department during the short time between

the attacks and the building collapse. After the collapse, personnel headed towards the Merryl Lynch

building. Once the Gateway National Park Police arrived an immediate perimeter was established.
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Colucci headed towards Styvesant High School, which as of yet had not been evacuated. Many

employees finally made their way to 23rd Street and were boated away from Manhattan.

Colucci believes 3 WFC was completely evacuated between the 2nd plane crash and the 1st tower

collapse.

Colucci touched on the difficulty of the Human Resources "people soft" program not being

accessible from the home, thus the difficulty in weeding through the information on the over 70,000

employees in the database. They could not search by state, and thus had to buy separate software to search

zip codes for the homes of all the employees and attempted through the "800" number, as was mentioned

earlier, to call each employee at their home.

Colucci believes a "hot spot" should be established in advance to account for employees

immediately after an evacuation. There was a late decision to put the families of possible victims together,

and to explain to them what information was needed by the authorities to identify victims' remains.

Colucci spoke briefly on the www.axisline.comvirtualemployeeline.This smart number follows

an employee wherever they go and.forwards all email and phone calls to a single "800" number.

Colucci believes that arrangements should be made in advance with transportation companies to

plan for having to relocate employees for business continuity purposes. She mentioned that the idea of a

mobile command center for senior managers had been explored, but would not be cost effective.

Colucci mentioned that the old walkie-talkie system worked better than cell phones during the

attacks. And that the location, redundancy and testing of emergency supplies should be maintained.

She also mentioned the importance of anticipating the state of mind and needs of the people

involved in an evacuation.

She briefly touched on the responsibility for coordination, decision-making and communication

of landowners to their tenants especially when a building or location is multi-tenant,

VI) Michael Foley's experience of 9111

Foley immediately went to the Crisis Management room after the first hit. The A.E,XP/Lehman

Brother's "Alert" Team (coordination between the companies for emergency management) began to make

cooperative decisions and sent engineers around the building to shut down the air intakes. Efforts were

underway by security personnel and members of Foley's staff to set up an initial triage center, but they

were forced to evacuate when Flight 175 struck 2 World Trade Center (2 WTC). The fire safety

commander than notified the building to evacuate. Floor by floor evacuation directions were announced.

Since most of the people in building at the time were at Lehman Brothers, and Lehman had the lower half

of the building, the evacuation was easier than it might have been.

Building management team: roughly 40 personnel, 16 or 17 administrators and 30 to 40

housekeepers

COMMISSION SENSITIVE



FINAL
COMMISSION SENSITIVE

After evacuation, Foley used the two-way radios to account for his people, turned the building

generators on and the fans off, and then left for the Court House.

Changes: At 3 WFC, the evacuation plans are now up to date, the fire wardens on floors are

better trained, but Trammell Crow itself has not instituted any global reforms. Foley said he would follow

up with Trammell Crow and forward us any reforms.

Overall, Foley believes the fire control systems worked well.
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