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“Date of 1nterv1ew 10/28/03
Date merno prepared: 10/31/03
Special Access Issues: None
Prepared by: John Roth
Team:Number: 4. :
Location: aneapohs FBI ﬁeld ofﬁce 1
Classification: Secret
. Present, non-Commission: Pat O’Bnerl l
"'-._. Partncnpants-Commxssnon‘ Serena Wille, John Roth and Doug Greenburg

1" floor conference room

1 This memorandpm provndes a‘spmmary of the most important points covered in the
above-entitled inferview, but is not a verbatim account. The memorandum is organized
by subject and does not necessarily follow the order of the interview. The witness
provided all of the information in this memorandum during the interview, except where

ndted by square brackets {5))

Background

Ewas the initial case agent on the cnmmal side of the Barakaat investigation.

She has a BA in history from Colorado College and earned a Masters in Public
Administration from the Umversxty of Colorado in 1988. She entered the FBI'in May of
1990 and spent the first two years investigating white callar crimes. In 1992, she joined
the intelligence side of the FBI, doing a combination of terrorism and foreign counter- -
intelligence (FCI). In March of 2002, when the terrorism and FCI functions in the office

were spht, she began doing FCI work exclusnvely ((8))

Pre-9/11 Barakaat investigation

She was asmgned the Barakaat case in early 2001, when her supervnsor
assigned her to it. The purpose of her being assigned to it was to ensure that there was a
“wall” between the intelligence and law enforcement investigations. The case arose out
of an intelligence investigation of AIAL In order to ensure proper separation, a separate
case agent had to be assigned to the criminal case. She understood the wall to prevent the
criminal side from sharing grand jury information‘(including analysis derived from grand
jury information;; such as schedules and analysis of bank records) as well as Title IT1
electronic survexllance information. She could provide non-grand jury material, such as
source reporting and pen register information. The intelligence side, in turn, could
provide nothing to the criminal side. Upon quesuonmg,btated that the criminal
investigators could hot even be directed to specific telephone numbers or other areas of
inquiry, even if the intelligence information or sources and methods had been stripped
. away. [Author note: he intelligence agent on the Barakaat, contradicted this
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"‘?i;-‘\‘ pomt ]:understood the purpose of the Wall-as-to prevent an unfair advantage, in
~that the intelligence side collection was considered “easier takiﬁg"’mwhlle she

understood the procedures, said she never understood the rationale for the procedures. -

"‘::-'I;‘a.. She. stated that she learned about the wall from briefings she received from the FBI’s
"»Natlonal Securlty Law Unit during conferences. TS).

‘tated that she did not see any intelligence regarding Barakaat, except receiving

mformatxon in ‘the most general sense that UBL was believed to have been an early
investor in Barakaat, and that a portion of the transmission fees were to have been
sklmmed off to AIAI .members and some of that ultlmately forwarded to Usama bin

Laden. ‘(SL

"‘«.x Shortly after bemg assngned:'ound out that there was an ongoing Customs/IRS
‘investigation, and worked closely with them. This case was developed primarily out of

the numerous suspicious activity reports that had been generated by banks regarding the
Barakaat financial transactions. bound out that the other agencies had “tons” of
bank records, already subpoenaed through grand jury subpoenas, and IRS analysts were
in the process of bemg scheduled into spreadsheets. They did not obtain the records of
the Barakaat entities thernselves until search warrants were executed during the
November 2001 desxgnatnons She described the working relationship with the other
agenis as “fabulous,* and ‘the. agents shared the burden equally. The working conditions

- were d1fﬁcult because there: was no collocated space, so it was hard for everyone to get

together to work on the case. had no recollection of the 13-month delay in
getting approval to brief the AUSA handling the criminal case on the intelligence
mformatlon about Al Barakaat. See:ﬁ\/lFR )

The strategy in the criminal case was to try to gather evidence and gain an understanding
of where the money that Barakaat was sending was gomg, and to determine whether it
was being used terrorism. Part of the mission would be to provide whatever
they could toﬂ;‘o support the intelligence case. The focus was on the
employees and owners of the three Barakaat outlets in Minneapolis. Priorto 9/11, the
investigators were “still trying to find out what we had.” There had been no discussion

with the US Attorney’s Office (USAO) regarding specific charges, and she could not
recall discussing at that time a material support of terrorism charge. She was looking

more toward “nickel and dime” fraud cases. There was no consideration of structuring

prior to 9/11, because Customs knew from prior experience that the USAO would decline
a pure structuring case. That changed after 9/11. She had a good working relationship.
with the USAO, who would provide support and whatever legal process was needed, but
was not otherwise directly involved in the investigation. (U) -

t the investigators lost the trail. _Customs was
workmg on a Mutual Legal"Assnstance Treaty (MLAT) request to th The MLAT

One difficulty was that it was almost imfossible to trace the money once it left the United
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/ US would not be able to trust the government or have contro over the further
/ ‘ disseminatjon of the information. (9))
|

| were providing information op al-Barakaat that confirmed that Barakaat wag siphoning:
! off money to AIAL The sources also indicated tha one could not be Barakaay

Barakaat wag moving significant amounts of money overseas, and t_d;t was

At an Apri] or May 200] meeting of Barakaat investiga(,ive agents from around the
- i country, hosted by Minneapolis, no specific investiga;g'plan or strategy wag devised, but
. ! all involveq resolved to share information, (8)]

Post 9/11 investigation

After 9/1 l,| as directed bmnd:o work full time on

Barakaa, /ATter O/1 1, “all bets were o ,}*'anqltﬁley Started considering a Structuring

change, qénsidering search warrants on'the businesses themselves, and Put up a number
of pen registers, She noted that'the Lustoms agent i i

< . itive
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well as agents from IRS, Customs, Greenquest and the FRG. She recalls that there was a
lot of butting of heads between Greenquest and the FRG, mostly over “who was going to
shine.” She stated that her Customs agent partner was scolded because she allowed the
FBI to be the affiant on the affidavit supporting the search warrants. (U)

The search warrants were executed on the houses of the principals of the business. The

OFAC blocking order allowed Customs to seize everything in the businesses, a search
‘warrant on OFAC then gave the criminal investigators the ability to access the

information derived from that. She noted that someone from headquarters leaked the fact
that Barakaat was going to be searched prior to the takedown. The searches produced
various types of business records, some of which were helpful in identifying other
mdmduals involved. (U)

U]tlmatc:l they were never able to make a case on Barakaat. She could follow th
money tc but then she could never find out what happened to it. '
indicated that this was a problem with all hawallas and with NGOs gex{crally Obtaining
information from overseas was problematic because you could be never sure whether you

could trust the other country. (U)

eft the case in March of 2002, when she returned full’ 't"lme to FCI duties as a
result of the: reorganization. At the time she left, she understood that other hawaladars
had taken the p!ace of the individuals she was mvestlgatmg and that the players had

changed. {8)
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